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Product Change Notification

PCN-Number / Rev / Date 44968 /3 /26.06.2023

Category / change type SWFW software / SOFTW Change of software / MAJOR

Summary STW-IR-23-001

Motivation, trigger Vulnerability

Details of change This vulnerability allows an attacker to gain full remote access with

Root privileges without the need for authentication, it gives an
attacker arbitrary remote code execution over LTE / 4G network via
SMS.

The bug fixes were made available via the customer download area
on 16.05.2023 13:28 (CEST).
Alert impact No action needed. For devices delivered before 03.07.2023 please:

upgrade to DeploymentPackage_v3_06r0-Koala or use the Bugfix for
corresponding Deployment Package:

+ DeploymentPackage_v3.03r0-Impala-BUGI1
+ DeploymentPackage_v3.04r2-Jellyfish-BUG3

available via the customer download area

Effective date 03.07.2023

First product shipment 03.07.2023

Company STW TECHNIC, LP

Comments / objections to orders@wiedemann-group.com

If you need further assistance, you may also contact your local sales representative or our sales department.
STW shall not be held liable if this notification is not correctly distributed within your organization.

Affected Product STW part number | Customer part number

Teleservice module TCG-4e-global 86878 n.a.

Teleservice module TCG-4e-global 94139 n.a.

Teleservice module TCG-4e-global 94138 n.a.

Teleservice module TCG-4e-EU 86842 n.a.

Teleservice module TCG-4e-US 86844 n.a.

Teleservice module TCG-4i-US 86843 n.a.

Teleservice module TCG-4e-US 88270 n.a.

Teleservice module TCG-4e-global 93629 n.a.
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